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To increase the security of your My Money Life client website, we have added a 2-Factor Authentication login
feature. As of June 13, 2017, you will be required to enroll in 2-Factor Authentication by using your mobile
phone and you will no longer be able to skip enrollment.

What is 2-Factor Authentication?

2-Factor Authentication (2FA) is a fraud detection feature that identifies risk and adds an additional layer of
security. With 2FA, you are required to log into your Client Website by entering your username and password,
as well as a verification code sent to your mobile phone. Once you enroll and enter the verification code for
the first time, future logins will not require a new code, unless unusual activity is detected.

e Howdo I enroll?
Enrolling in 2FA is simple. Here are the steps you will need to follow:

1. Login to your My Money Life site (https://wealth.emaplan.com/ema/ria/lubitzfinancial) on or anytime

after June 13 using your normal username and password. You will be prompted to enter your
mobile number. Then click Send Text Message.
e |[f you haven’t yet obtained your username, please contact us at Advisors@LubitzFinancial.com

2-Factor Authentication

Each time you sign in, you'll need to enter
your username and password, followed by a
verification code that is sent to your mobile
phone.

What phone number do you want to use to
receive text messages?

.

Send Text Message

Page |1

To visit My Money Life, go to: https://wealth.emaplan.com/ema/ria/lubitzfinancial
These training materials are intended for clients of The Lubitz Financial Group only.
For any additional questions please contact us at 305/670-4440 or Advisors@LubitzFinancial.com
www.LubitzFinancial.com




2-Factor Authentication
Release

My Money Life

The Lubitz Financial Group

PERSONAL FINANUIAL PLANNING & INVESTMENT MANAGEMENT

Center

2. If you do not have a mobile phone you can request a phone call to a landline. After entering your
phone number in the previous step, click Call. You will receive a phone call with a 6 digit verification

code.

Enter Verification Code

We just sent you a text message with a
verification code. Enter it to verify your phone

Please note that text message delivery can
take a minute or more

(786) 201 Change

Can't receive texts or prefer a call? Call

Didn't receive a text message? Resend

3. After you receive a PIN code via text message to your mobile device or via phone call to your
landline, enter the PIN code into your login screen. Then click Verify.

Enter Verification Code

We just sent you a text message with a
verification code. Enter it to verify your phone

Please note that text message delivery can
take a minute or more

(786) 201 Change

Can't receive texts or prefer a call? Call

Didn't receive a text message? Resend
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4. You will then have the option to set up an additional recovery phone number in the case you cannot
access your main verification phone number. This is not required and you will have the option to
Skip.

Set Up 2-Factor Recovery
Phone

Set up a recovery phone so that you can
access the system if you cannot receive
verification codes on your primary number
You can choose to skip this now and be
reminded in 30 days.

What phone number do you want to use as a
recovery phone? Please note this number
cannot be the same as your primary 2-factor
phone number

T
L

Does this mean | will have to enter a PIN every time | log in?

No. The default setting will only require you to enter a PIN the first time you log in or when the system
identifies a potential threat or new login activity — this is called “Standard Security”.

You can later update this setting to “High Security," which will require you to enter a PIN at each login.

What exactly is the difference between “Standard Security” and “High Security”?

Standard Security only requires you to enter your PIN when “at-risk activity” has been identified by the
system. This option is best for clients who want enhanced security but prefer to only be prompted with
an additional layer of security when the system detects a potential threat.

High Security will require you to enter your PIN every time you log in, which adds an additional layer of
security protecting your data. This option is recommended for clients who prefer the highest level of
security available.
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e How is “at-risk activity” defined?

“Standard Security” uses risk-based authentication to look for unusual and suspicious login activity.
Users who are accessing their personal financial sites in a manner consistent with their typical behavior
will rarely be prompted to enter a PIN. However, there are certain circumstances where users may
inadvertently trigger our security system on their own. For instance, a client who logs into their

website for the first time from a new device, or attempts to log in while traveling outside the country
may be required to enter their PIN.

e Can | change the security settings from “Standard Security” to “High Security”?

These settings can be adjusted at any time in your website by clicking into Settings -> Security.

Follow these steps:

1. Click Settings on the top right corner

m JCIAL Home Organizer Workshop Spending Investments Vault Reports
N
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THE LUBITZ
i'i.\!;‘\\!('.i.-'\l NET WORTH INVESTMENTS
GROUP

$1,866,515 $1,569,365
LA LaRiE Racny, SN THIS MONTH 481,240,158  +198.00% CHANGE® -$1,054.39 0.07%
Advisors@lubitzfinancial.com
Sifice: (305) 670-4440 YEAR TO DATE +$1,291,260 +224.47%
All Contacts ¢ e 5 O 3
ACCOUNTS' + Add SPENDING NET $0 BUDGETS noer $10,440
Cash $57,568 1> 22 days remaining this month
Credit Cards $14572 i > You have no recent transactions 50 510,440

$0

Page | 4
To visit My Money Life, go to: https://wealth.emaplan.com/ema/ria/lubitzfinancial

These training materials are intended for clients of The Lubitz Financial Group only.

For any additional questions please contact us at 305/670-4440 or Advisors@LubitzFinancial.com
www.LubitzFinancial.com




2-Factor Authentication

My Money Life

The Lubitz Financial Group

PERSOMAL FINANUIAL PLANNING & INVESTMENT MANAGEMENT Release

Center

Home Organizer Workshop Spending Investments Vaull Reports Help  Settings  Sign Out
y .

Alerts Security Privacy
Change Password
Old Password:
New Password:

Verify Password:

Two Factor Authentication
Enable two factor authentication to increase your security. Enter a primary

3. Under Two Factor Authentication click Change. Then select between “Standard Security” or
“High Security” and click Save Changes.

& CHANGE TWO FACTOR SETTINGS

Two factor authentication is

Standard security
) Standard Security ‘You will not require a PIN challenge
every time you log in. You will only
be asked for a PIN when a security
threat is detected

@® High Security

Primary Phone Number

2134567850
High security
Recovery Phone Number You will require a PIN challenge

3124567890 every time you log in.

Save Changes
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e Does anything change if | have already opted-in?

If you are already enrolled in 2FA before June 13 and want to continue to use High Security monitoring,
no action is required. However, if you are currently enrolled, but would like to switch to Standard
Security, you can make the change any time after June 13.

If you'd like to adjust your security settings so you do not have to enter your PIN upon each login, follow
these steps (illustrated above):

1. Loginto your Personal Financial Management Website

2. Select Settings at the top right corner

3. Select Security tab, then choose “Standard Security”

e What if | have an international number?

If you have an international phone number simply enter + and the country code before your phone
number when enrolling.
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